
 

 

 SERVICES TERMS AND CONDITIONS  

Last Updated: August 16, 2024 

These Services Terms and Conditions (this “Agreement”) is entered into by and between RADICL 
Defense, Inc., a Delaware corporation, with offices located at 1011 Walnut Street, Suite 300, Boulder, 
Colorado 80302 (“RADICL”), and the customer identified on the Order Form referencing this Agreement 
(“Customer”). RADICL and Customer are each referred to herein as a “Party” and together, the “Parties.”  
This Agreement is effective as of the date of the Order Form (“Effective Date”). By accepting the Order 
Form, Customer agrees to the terms and conditions in this Agreement. 

1. Definitions. 

1.1 “Active Incident Services” means incident response services that are provided in response 
to a Security Incident.  

1.2 “Claims” means all third-party claims, suits, actions, losses, damages, liabilities, costs, or 
expenses (including reasonable attorneys’ fees). 

1.3 “Confidential Information” means the information, technical data, trade secrets, or know-
how disclosed by a Party or a Party’s Representative (collectively, the “Disclosing Party”) either directly 
or indirectly in writing, orally, or by any other means to the other Party or such other Party’s Representatives 
(the “Receiving Party”) in connection with this Agreement. Confidential Information does not include 
information which the Receiving Party can demonstrate with competent proof (a) is or has become publicly 
known and made generally available through no fault of the Receiving Party, (b) has been rightfully 
received by the Receiving Party free of any confidentiality obligations from a third party who is authorized 
to make such disclosure, (c) was developed independently without the use of or reference to any 
Confidential Information of the Disclosing Party, or (d) was already in the Receiving Party’s possession at 
the time of disclosure hereunder from a source other than the Disclosing Party and without any obligation 
of confidentiality. 

1.4 “Content” means any content, data, and information that is owned by RADICL or any of 
its licensors that is provided or made available by RADICL through use of the Platform or as part of or in 
connection with RADICL’s provision of Services. Content does not include Customer Data. 

1.5 “Customer Data” means any content, data, and information, provided to RADICL by or 
on behalf of Customer or its Users under this Agreement. Customer Data excludes Content. 

1.6 “Customer IT Team” means any Customer internal staff and external service providers 
that perform IT related work, including, without limitation, any managed service providers, contractors, or 
consultants the Customer employs to support its IT environment. 

1.7 “Documentation” means any user guide, help information and other documentation and 
information regarding the applicable Services that is delivered by RADICL to Customer in electronic or 
other form, if any, including any updates provided by RADICL from time to time. 

1.8 “Extended Response Period” means the period of time RADICL performed Active 
Incident Services after the Initial Response Period expires. 

1.9 “Initial Response Period” means the 72-hour period of time following the Security 
Incident Recognition during which RADICL will provide Active Incident Services without any additional 
fees. 



 

 

1.10 “Intellectual Property Rights” means all rights of the following types, under the laws of 
any jurisdiction worldwide: (a) rights associated with works of authorship, including exclusive exploitation 
rights, copyrights, and moral rights; (b) trade secret rights; (c) trademark rights; (d) patent rights; (e) mask 
work, sui generis database rights, and industrial property rights; (f) other proprietary rights of every kind 
and nature; and (g) rights in or relating to registrations, renewals, extensions, combinations, divisions, and 
reissues of, and applications for, any of the above. 

1.11 “Major Incident” means a Security Incident that may require prolonged Active Incident 
Services and the engagement of a Third-Party IR Provider as determined by RADICL in its reasonable 
discretion. 

1.12 “Malicious Code” means viruses, worms, time bombs, Trojan horses and other harmful or 
malicious code, files, scripts, agents, or programs existing now, or which may exist in the future. 

1.13 “Order Form” means the written order that references this Agreement outlining the 
Services to be provided by RADICL to Customer. 

1.14 “Partner” means a RADICL approved channel partner, such as a reseller. 

1.15 “Platform” means RADICL’s RADICL XTP® software and hosted software service, and 
all features, functionality, and Content provided or made available through such platform, and all software, 
derivatives, improvements, enhancements, updates, and/or extensions related thereto. 

1.16 “Protected Machine” means any physical or virtual device, such as, a computer, server, 
laptop, desktop computer, mobile, cellular, container or virtual machine image for which Customer has 
purchased a subscription for the Services as set forth on the Order Form. 

1.17 “Protected People” means an employee or contractor of Customer who has a Customer 
company email address, interacts with Customer’s IT network, and for whom Customer has purchased a 
subscription for the Services as set forth in the Order Form. 

1.18 “Representative” means a Party’s affiliates and its and their officers, directors, 
stockholders, members, partners, employees, contractors, sub-contractors, financial and other advisors, 
attorneys, accountants, consultants, and authorized agents. 

1.19 “Security Incident” means any attempted or actual unauthorized access, use, disclosure, 
modification, or destruction of Customer’s data.  

1.20 “Security Incident Recognition” means the point in time at which RADICL determines a 
Security Incident has occurred.  

1.21 “Services” means the Platform, onboarding, implementation, support, and managed 
services, Active Incident Services, and data made available by RADICL to Customer and in each case, 
specified in the Order Form mutually agreed upon by the Parties in writing, but excludes Third-Party 
Services (defined below) and Third-Party Offerings (defined below). 

1.22 “Subscription Term” means the length of the term of Customer’s subscription to the 
Services, as set forth in the Order Form.  

1.23 “Third-Party IR Provider” means a company other than RADICL who is engaged to 
provide Active Incident Services. 

1.24 “Third-Party Offerings” means those Third-Party Services (defined below), if any, that 



 

 

are licensed by Customer pursuant to the Order Form.  

1.25 “User” means a specified individual who is an employee or contractor (including any 
managed service provider) of Customer or of Customer’s affiliates who are authorized by Customer to 
access and use the Platform on Customer’s behalf.  

2. Services. 

2.1 Order Forms. The Services offerings are available in various packages that offer different 
limitations and varying levels of support, and Customer’s selected offerings are as set forth in one or more 
Order Forms. Subject to the terms and conditions of this Agreement, RADICL will use commercially 
reasonable efforts to provide Customer with the Services specified in the Order Form. RADICL may 
provide the Services directly, or indirectly using contractors or other third-party vendors or service 
providers.  

2.2 Active Incident Services. The Services include Active Incident Services, which RADICL 
provides in response to identifying a Security Incident. In case Active Incident Services are needed, 
RADICL shall notify Customer. Active Incident Services are provided as part of the Services purchased in 
the Order Form without additional charge during the Initial Response Period. Following the Initial Response 
Period, if RADICL determines further Active Incident Services are necessary, Customer shall be billed on 
a time and materials basis at the rates set forth in the Order Form (and if no rates are provided, then at 
RADICL’s then-current rates). RADICL shall continue to provide, or have provided, Active Incident 
Services until it receives written notice from Customer to cease the same. Active Incident Services are 
further detailed in Schedule 1, attached hereto.  

2.3 Modifications and Adjustments. Unless otherwise set forth herein, RADICL may in its 
sole discretion modify, enhance, or otherwise change the applicable Services, provided that Customer shall 
be notified of any changes that may materially adversely impact Customer’s access to the Services.   

2.4 Third-Party Services. Customer acknowledges that the Services utilize public application 
programming interfaces for access and connectivity to certain third-party applications, data services, 
software, and content (“Third-Party Services”) and that RADICL does not own or control, and that the 
access to and use of such Third-Party Services, including the availability thereof and uptimes related 
thereto, is solely determined by the relevant third parties that control such Third-Party Services. Customer 
agrees that RADICL is not liable for any downtime, discontinuation, or any other issues caused by the 
Third-Party Services. Customer may be required to enter into separate agreements with such third parties 
to access and use Third-Party Services and obtain additional consents to connect the Third-Party Services 
to the Services.  

2.5 Access to Third-Party Services. The Services may require that Customer provide to 
RADICL its log-in credentials  to Third Party Services so that RADICL may use an application 
programming interface to connect to Customer’s audit trails from its use of Third-Party Services to which 
Customer currently subscribes. Pursuant to the Order Form, Customer shall provide to RADICL its 
credentials necessary for RADICL to connect to Customer’s Third-Party Services. Customer represents and 
warrants that Customer has the right and authority to provide RADICL the log-in credentials, and to allow 
RADICL to use the log-in credentials, and Customer will indemnify, defend, and hold RADICL harmless 
for any loss, damage, cost, expense, claim, suit, or other liability arising from a breach or inaccuracy of this 
representation and warranty. Customer acknowledges and agrees that RADICL is required to access Third-
Party Services in order to provide the Services to Customer, and accordingly, Customer shall: 1) take all 
steps reasonably necessary for RADICL to access the Third-Party Services, and 2) agree to and comply 
with, and ensure that all of its Users agree to and comply with, all terms, conditions, and agreements related 
to its use of the Third-Party Services.  



 

 

2.6 Customer Materials and Assistance. Customer acknowledges that to perform the 
Services, RADICL requires access to certain materials, content, data, information, and other intellectual 
property of Customer (collectively, “Customer Materials”), as well as cooperation, assistance, access, 
personnel resources, prompt communication, answering questions, response, and engagement from 
Customer and the Customer IT Team (“Assistance”). Customer shall provide RADICL with the Customer 
Materials along with Assistance and any cooperation RADICL reasonably requests for RADICL to perform 
the Services. Customer is responsible and liable for ensuring each member of the Customer IT Team 
cooperates and engages with RADICL, including by providing all Assistance. Customer acknowledges that 
RADICL’s ability to successfully perform the Services is contingent upon RADICL’s receipt from 
Customer and Customer IT Team of such Customer Materials and such Assistance. Accordingly, RADICL 
will not be deemed in breach of this Agreement and will have no liability to Customer for failure to perform, 
or any other deficiencies in, the Services or for damages resulting from: (a) Customer’s or Customer IT 
Team’s failure to provide any Customer Materials or any such Assistance; (b) the acts or omissions of 
Customer, Customer IT Team, and their agents, or employees; or (c) performance of the Services in 
accordance with Customer’s instructions. 

3. Licenses and Proprietary Rights. 

3.1 Services. Subject to Customer’s payment of all applicable fees and the terms of the 
Agreement, RADICL hereby grants Customer, during the Subscription Term, a license to access and use 
the Services solely for Customer’s internal business purposes and in accordance with the Documentation 
and the terms and conditions of this Agreement, and subject to the limitations and restrictions contained in 
any applicable Order Forms, including limits on Protected Machines and Protected People.  By agreeing to 
the terms and conditions in this Agreement and by using the Services, Customer expressly agrees that 
RADICL may make changes to Customer’s Protected Machines as necessary to reduce, contain, or 
remediate cybersecurity threats, recover from Security Incidents, or to otherwise provide the Services.  

3.2 License Restrictions. Customer shall not, and shall not permit any Users or other 
Representatives to, directly or indirectly: (a) sublicense, sell, lease, sublease, rent, loan, distribute, make 
available, allow access to, or otherwise transfer the Platform to any third party (e.g., on a commercial 
timesharing, rental, or “service bureau” or other similar basis); (b) copy, modify, or create derivative works 
from the Platform’s software or user interface; (c) decompile, reverse engineer, or otherwise attempt to 
derive the source code for the Platform (or any portion thereof); (d) remove or obscure any RADICL 
copyright or proprietary notices contained in the Platform; (e) bypass or disable any protections that may 
be put in place to provide security for the Platform or to protect against unlicensed use of the Platform; (f) 
use the Platform, or permit the Platform to be used, for purposes of benchmarking, competitive intelligence, 
comparative analysis, or to develop a competing or related product or service; (g) introduce Malicious Code 
into the Platform; (h) attempt to gain unauthorized access to, or disrupt the integrity or performance of, the 
Platform or the data contained therein; or (i) otherwise use or copy the Platform except as expressly 
provided in this Agreement.  

3.3 Users. Under the rights granted to Customer under this Agreement, Customer may permit 
its employees and independent contractors to become Users in order to access and use the Services in 
accordance with this Agreement; provided that Customer will be liable for the acts and omissions of all 
Users to the extent any of such acts or omissions, if performed by Customer, would constitute a breach of, 
or otherwise give rise to liability to Customer under, this Agreement. Customer shall not, and shall not 
permit any User to, use the Services, Content, or Documentation except as expressly permitted under this 
Agreement. Customer is responsible for Users’ compliance with this Agreement. 

3.4 Third-Party Offerings. Subject to the terms of this Agreement and applicable Order 
Form, RADICL shall grant to Customer and its Users the right to access and use the Third-Party Offerings. 
Customer may be required to install on its Protected Machines certain agent-based software sensors (each, 
an “Sensor”) to obtain access to the Third-Party Offerings. Upon receipt of the Sensor from RADICL, 



 

 

Customer shall install the same on all the Protected Machines and notify RADICL of the same upon 
completion. Customer acknowledges that all Sensors are property of the applicable Third-Party Offerings 
service provider and Customer assumes all risk with regards to installation of the same on the Protected 
Machines. Customer shall not use any Third-Party Offerings in excess of or beyond the Subscription Term, 
the Order Form, and the Third-Party Offering Agreement (defined below). Third-Party Offerings are subject 
to the license terms and conditions identified in the applicable Order Form (“Third-Party Offering 
Agreement”), and Customer agrees that it shall comply, and it shall cause its Users to comply, with all 
such Third-Party Offering Agreements. For avoidance of doubt, all members of the Customer IT Team are 
required to comply with all Third-Party Offering Agreements.  

3.5 Ownership. Except as to the Third-Party Services, all proprietary technology utilized by 
RADICL to perform its obligations under this Agreement, and all Intellectual Property Rights in and to the 
foregoing, as between the parties, are RADICL’s exclusive property. RADICL or its third party licensors 
retain ownership of all right, title, and interest to all copyrights, patents, trademarks, trade secrets, and other 
Intellectual Property Rights in and to the Content and the Platform, including without limitation the 
Documentation, all customizations, and enhancements, and all processes, know-how, and the like utilized 
by or created by RADICL in performing under this Agreement. RADICL reserves all rights not expressly 
granted to Customer hereunder. All proprietary and Intellectual Property Rights in and to the Third-Party 
Services shall belong to the applicable Third-Party Services provider.  

3.6 Partner Transactions. If Customer orders Services from a Partner under an order with the 
Partner (“Partner Order”): (A) the terms of this Agreement apply to Customer’s use of the Services; and 
(B) the Partner is solely responsible for any variations or inconsistencies between the Partner Order and the 
order between the Partner and Customer for the transaction. If Customer does not accept the terms of this 
Agreement, then Customer must not use, or must immediately cease using, the relevant Services. 

4. Payments and Taxes.  

4.1 Fees and Payment. Payment terms shall be as set forth in the Order Form. If Customer 
purchases access to the Services through a Partner, Customer’s payment obligations may be directly to the 
Partner, and Customer shall pay all fees to the Partner in accordance with the terms agreed to between 
Customer and the Partner. Unless otherwise provided in the Order Form, Customer shall pay all fees within 
30 days of its receipt of the applicable invoice. Customer shall make all payments hereunder in United 
States dollars. Fees paid under this Agreement are non-refundable, unless otherwise mutually agreed by the 
Parties in writing. RADICL reserves the right to increase the fees upon at least 30 days’ advance notice (e-
mail or otherwise) to Customer; provided, however, that fee increases will not take effect until the start of 
the next renewal Subscription Term.  

4.2 Unpaid Fees. If Customer disputes any fees set forth in an invoice, it shall pay the 
undisputed portion when due and promptly notify RADICL of the dispute prior to the invoice due date. The 
Parties shall use commercially reasonable efforts to resolve such dispute. Should Customer fail to pay any 
undisputed fees when due, RADICL may revoke or suspend the Services. Customer shall be responsible 
for interest on all undisputed fees at a rate equal to the lesser of 1.5% per month and the maximum rate 
permitted by applicable law, accruing from the due date until paid, plus RADICL’s reasonable costs of 
collection (including attorney’s fees). 

4.3 Taxes. Unless otherwise provided in the Order Form, fees specified do not include any 
taxes, and Customer is responsible for payment and reimbursement of all taxes associated with Customer’s 
purchases hereunder (excluding any taxes arising from RADICL’s income or property). 

4.4 Credit Cards. If Customer elects to pay by credit card, Customer authorizes RADICL to 
automatically charge the applicable credit card(s) or payment method(s) on file for all payments required 
under the Order Form.  



 

 

5. Warranties and Disclaimers. 

5.1 Mutual. Each Party represents and warrants that: (a) such Party is duly organized, validly 
existing, and in good standing under the laws of the state of its organization, and has the full power and 
authority to enter into and perform its obligations under this Agreement; (b) the execution of this Agreement 
by such Party, and the performance by such Party of its obligations and duties hereunder do not and will 
not violate any other agreement to which such Party is a Party or by which it is otherwise bound; and (c) 
when executed and delivered by such Party, this Agreement will constitute the legal, valid, and binding 
obligation of such Party, enforceable against such Party in accordance with its terms. 

5.2 RADICL. RADICL warrants to (and only to) Customer that (a) the Services will materially 
perform in accordance with the applicable Documentation and this Agreement for the Term (defined 
below); and (b) any Services performed by RADICL hereunder will be performed in a professional and 
workmanlike manner, in accordance with general industry standards. In the event that the Services fail to 
satisfy this warranty, RADICL will, at its own expense, as Customer’s sole and exclusive remedy, either:  
(i) promptly replace the Services with a solution that materially conforms to the Documentation and this 
Agreement; (ii) promptly repair or re-perform the Services so that they materially conform to the 
Documentation; or (iii) if RADICL cannot promptly repair or re-perform the Services as provided for in (i) 
or (ii) herein, RADICL may terminate this Agreement. With regards to Third-Party Offerings, Customer 
acknowledges that RADICL does not represent and warrant the functionality of the same; however, 
RADICL agrees to work in good faith with Customer and the applicable Third-Party Offering vendor to 
address service level issues and questions.  

5.3 Customer. Customer represents and warrants to RADICL that Customer owns all rights, 
title, and interest in and to the Customer Data, or that Customer has otherwise secured all necessary rights 
in the Customer Data as may be necessary to permit the RADICL access and use thereof as contemplated 
by this Agreement.  

5.4 DISCLAIMERS.   

(a) EXCEPT AS OTHERWISE PROVIDED IN THIS AGREEMENT AND TO THE 
MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE SERVICES (OR ANY PORTION 
THEREOF) AND ALL RELATED INFORMATION AND TECHNOLOGY PROVIDED BY OR ON 
BEHALF OF RADICL ARE PROVIDED “AS IS,” “AS AVAILABLE,” AND WITHOUT ANY 
REPRESENTATIONS OR WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED, AND RADICL 
EXPRESSLY DISCLAIMS ANY OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING 
WITHOUT LIMITATION WARRANTIES OF MERCHANTABILITY, FITNESS FOR A 
PARTICULAR PURPOSE (EVEN IF ADVISED OF THE PURPOSE), ACCURACY, TITLE, AND/OR 
NON-INFRINGEMENT. EXCEPT AS OTHERWISE PROVIDED IN THIS AGREEMENT, RADICL 
DOES NOT WARRANT THAT ACCESS TO THE SERVICES (OR ANY PORTION THEREOF) WILL 
BE UNINTERRUPTED OR ERROR FREE, OR THAT THE SERVICES WILL GUARANTEE 
SECURITY FROM AND MITIGATION OF CYBERSECURITY THREATS. 

(b) RADICL SHALL HAVE NO LIABILITY FOR ANY THIRD-PARTY 
SERVICES. CUSTOMER ACKNOWLEDGES THAT THE PLATFORM DOES NOT PROVIDE 
CYBERSECURITY SCANNING SERVICES. RADICL MAKES NO REPRESENTATIONS OR 
WARRANTIES RELATED TO THE RESULTS THAT CUSTOMER MAY OBTAIN IN CONNECTION 
WITH THE SERVICES OR CONTENT. CUSTOMER ACKNOWLEDGES THAT THE SERVICES DO 
NOT PROVIDE LEGAL ADVICE AND THAT CUSTOMER IS SOLELY RESPONSIBLE FOR 
COMPLIANCE WITH ALL REGULATIONS AND LAWS RELATED TO ITS BUSINESS AND IT 
INFRASTRUCTURE.  



 

 

6. Term, Termination, and Survival.  

6.1 Term. This Agreement commences on the Effective Date and continues for the duration of 
the Subscription Term, after which, unless otherwise set forth in the Order Form, the Subscription Term 
shall automatically renew for successive one (1) year periods (collectively, the “Term”) unless a party 
provides written notice to the other party of nonrenewal at least 30 days prior to the date of renewal. 
Subscription Terms are non-cancellable except as provided in Section 6.2. 

6.2 Termination. Either Party may terminate this Agreement or any Order Form immediately 
upon written notice if the other Party: (a) is in default with respect to a material term of this Agreement and 
such default continues unremedied for a period of 30 days (10 days for nonpayment) following written 
notice of such default; (b) formally declares bankruptcy, insolvency, reorganization, liquidation, or 
receivership; or (c) has instigated against it bankruptcy, insolvency, reorganization, liquidation, or 
receivership proceedings, and shall fail to remove itself from such proceedings within 30 days from the 
date of institution of such proceedings.  

6.3 Effect of Termination. Upon the expiration or termination of this Agreement or Order 
Form:  

(a) all amounts owed to RADICL under any portion of the terminated Agreement or Order 
Form which accrued before such termination or expiration will be immediately due and payable;  

(b) if terminated due to Customer’s uncured breach, all amounts that would have been payable 
under the terminated portion of the Agreement shall be accelerated and immediately due and payable;   

(c) except as otherwise provided herein, all licenses granted under a terminated portion of this 
Agreement will immediately terminate;  

(d) except as otherwise provided herein, Customer must promptly discontinue all access and 
use of the Services and return or destroy all Content and Confidential Information in Customer’s possession 
or control, relating to any terminated or expired portion of this Agreement, and shall provide a certificate 
within ten days of the effective date of termination certifying compliance with this paragraph (d); and 

(e) Customer shall immediately cease use of all Third-Party Offerings and any RADICL 
provided software and shall uninstall or otherwise remove the same from all of all Customer infrastructure.  

6.4 Suspension. Notwithstanding anything to the contrary in this Agreement, RADICL may 
suspend Customer’s access to the Platform if RADICL determines that: (a) there is an attack on the 
Platform; (b) Customer’s or any of its Users’ use of the Platform poses a reasonable risk of harm or liability 
to RADICL and, if capable of being cured, Customer is not taking appropriate action to cure such risk; 
(c) Customer has breached Section 3.2; or (d) Customer has failed to pay any undisputed amounts owed 
under this Agreement when due and has failed to cure such late payment within 10 days after RADICL has 
provided Customer with written notice of such late payment, or Customer has failed to pay any undisputed 
amounts owed any agreement with a Partner. RADICL shall use commercially reasonable efforts to provide 
Customer with notice of such suspension. 

7. Limitation of Liability. EXCEPT FOR (i) LIABILITY ARISING OUT OF A PARTY’S 

INFRINGEMENT OF THE OTHER PARTY’S INTELLECTUAL PROPERTY, (ii) LIABILITY 

ARISING OUT OF A PARTY’S BREACH OF A PARTY’S CONFIDENTIALITY OBLIGATIONS 

UNDER SECTION 9 (CONFIDENTIALITY), OR (iii) A PARTY’S OBLIGATIONS UNDER SECTION 

8 (INDEMNIFICATION), (1) IN NO EVENT SHALL EITHER PARTY BE LIABLE TO THE OTHER 

PARTY FOR PUNITIVE, INDIRECT, INCIDENTAL, SPECIAL, OR CONSEQUENTIAL DAMAGES, 



 

 

OR FOR ANY LOST DATA, LOST PROFITS, OR COSTS OF PROCUREMENT OF SUBSTITUTE 

GOODS OR SERVICES, ARISING OUT OF OR RELATING TO THIS AGREEMENT, HOWEVER 

CAUSED AND UNDER ANY THEORY OF LIABILITY (INCLUDING NEGLIGENCE), EVEN IF 

SUCH PARTY HAS BEEN ADVISED OF THE POSSIBLE EXISTENCE OF SUCH LIABILITY; AND 

(2) IN NO EVENT SHALL THE TOTAL, CUMULATIVE LIABILITY OF EACH PARTY ARISING 

OUT OF OR RELATED TO THIS AGREEMENT, WHETHER BASED ON CONTRACT, IN TORT, OR 

ANY OTHER LEGAL OR EQUITABLE THEORY, EXCEED THE AMOUNT PAID OR PAYABLE BY 

CUSTOMER TO RADICL OR THE APPLICABLE PARTNER DURING THE 12 MONTH PERIOD 

IMMEDIATELY PRECEDING THE EVENT FIRST GIVING RISE TO SUCH LIABILITY. THE 

EXISTENCE OF MORE THAN ONE CLAIM SHALL NOT INCREASE THIS LIMIT.  

8. Indemnification. 

8.1 RADICL Indemnity. RADICL hereby agrees to: (a) defend Customer and its 
Representatives against any Claims to the extent arising out of an allegation that the Services infringe any 
Intellectual Property Rights of any third party, and (b) indemnify and hold Customer and its Representatives 
harmless against any losses that are specifically attributable to such Claim or those costs and damages 
agreed to in a settlement of such Claim. If the Services, or any portion thereof, become subject to any Claim 
or in RADICL’s reasonable judgment is likely to become subject to a Claim alleging that it infringes, 
misappropriates, or violates a third party’s Intellectual Property Rights, RADICL may within a reasonable 
time, at its sole option and expense, either: (i) secure for Customer the right to continue the use of such 
Services; (ii) replace such Services with a substantially equivalent product not subject to any such Claim; 
(iii) modify such Services so that they become no longer subject to any such Claim; or (iv) contest the 
Claim. If RADICL determines, in RADICL’s reasonable discretion, that it is not commercially feasible to 
either procure the right to continued use of the applicable Services or to replace or modify the applicable 
Services as provided in clauses ‘(i)’, ‘(ii)’, or ‘(iii)’ of the immediately preceding sentence, RADICL may 
terminate access to the Services and RADICL’s sole liability, and Customer’s exclusive remedy, under this 
Section shall be to refund Customer all fees and expenses paid by Customer to RADICL for such Services. 
The Parties acknowledge and agree that this Section states each Party’s entire liability and the other Party’s 
exclusive remedy for third party infringement Claims. 

8.2 Customer Indemnity. Customer hereby agrees to: (a) defend RADICL and its 
Representatives, and hold them harmless, against any and Claims to the extent arising out of: (i) RADICL’s 
use of Customer Data in accordance with this Agreement, (ii) Customer’s or its Representatives or Users’ 
fraud, gross negligence, or intentional misconduct, or (iii) Customer’s breach of any Third-Party Offering 
Agreements; and (b) indemnify and hold RADICL and its Representatives harmless, from and against losses 
that are specifically attributable to such Claim or those costs and damages agreed to in a settlement of such 
Claim. 

8.3 Indemnity Process. The indemnified Party shall (a) notify the indemnifying Party 
promptly in writing of any actual or threatened Claim, provided that failure to give prompt notice shall not 
relieve the indemnifying Party’s obligation hereunder unless the indemnifying Party’s ability to defend the 
Claim is prejudiced in a material way; (b) give the indemnifying Party sole control of the defense thereof 
and any related settlement negotiations; and (c) cooperate and, at the indemnifying Party’s request and 
expense, assist in such defense. 

9. Confidentiality.   

9.1 Protection of Confidential Information. The Confidential Information of the Disclosing 
Party may be used by the Receiving Party solely for the purpose of performing Receiving Party’s 
obligations or exercising its rights under this Agreement, and may not be used for any other purpose. During 



 

 

the Term of this Agreement and for so long as such Confidential Information does not fall within any of 
the exceptions set forth under Section 1.3(a)-(d) above for a period of five years following the date of 
termination or expiration of this Agreement, the Receiving Party shall not disclose the Disclosing Party’s 
Confidential Information, except as expressly permitted herein, without the prior written consent of the 
Disclosing Party, which consent shall be at the sole and absolute discretion of the Disclosing Party, and 
shall not use the Disclosing Party’s Confidential Information for any purpose other than exercising rights 
or performing obligations under the Agreement. The Receiving Party shall protect the Confidential 
Information of the Disclosing Party from unauthorized use, access, and disclosure using at least the same 
degree of care that the Receiving Party uses to protect its own information of a similar nature, but in no 
event less than a reasonable degree of care. The Receiving Party may only disclose the Confidential 
Information to its Representatives who have a legitimate “need to know” such information for purposes of 
this Agreement, have been advised of the obligations of confidentiality under this Agreement, and are bound 
by obligations of confidentiality with respect to the Disclosing Party’s Confidential Information no less 
stringent than those set out in this Agreement. The Receiving Party shall be solely responsible for (a) all 
actions and omissions of the Receiving Party’s Representatives with respect to the subject matter of this 
Section 9 as if they were the actions and omissions of the Receiving Party, and (b) all such Representatives’ 
compliance with this Section 9.  

9.2 Required Disclosure. Nothing in this Agreement will prohibit the Receiving Party from 
disclosing Confidential Information of the Disclosing Party to the extent legally required to do so by law, 
by judicial or governmental order, or in a judicial or similar governmental proceeding (“Required 
Disclosure”); provided that the Receiving Party shall: (a) where legally permitted, give the Disclosing Party 
reasonable notice of such Required Disclosure prior to disclosure; (b) cooperate with the Disclosing Party 
in the event that it elects to contest such disclosure or seek a protective order with respect thereto at the 
Disclosing Party’s cost; and (c) in any event, only disclose the exact Confidential Information, or portion 
thereof, specifically requested by the Required Disclosure.  

9.3 Equitable Relief. In the event of a breach or threatened breach of the foregoing 
confidentiality obligations by one Party, the other shall suffer immediate and irreparable harm for which, 
money damages shall be impossible to calculate and would be inadequate compensation. Accordingly, each 
Party shall be entitled to seek an injunction, restraining order, or other equitable relief to enforce compliance 
with the provisions hereof; provided, however, that no specification herein of any particular legal or 
equitable remedy shall be deemed or construed to prohibit either Party from seeking or obtaining any other 
remedy under this Agreement, at law or in equity.     

10. Data Processing. The Parties agree to comply with the terms and conditions of RADICL’S 
Data Processing Addendum, which is located at https://radicl.com/radicl-dpa-0 (the “DPA”). The DPA is 
incorporated into this Agreement by this reference. In case of any conflict between the terms of the DPA 
and the terms of this Agreement, the terms of the DPA shall control.  

11. General Provisions. 

11.1 Entire Agreement. This Agreement and the Order Form(s) constitute the entire agreement 
between the Parties with respect to the subject matter hereof and supersede and replace all prior or 
contemporaneous understandings or agreements, written or oral, regarding such subject matter. 

11.2 Governing Law; Venue. This Agreement will be governed by the laws of the State of 
Colorado, and the U.S. federal laws applicable therein, without regard to the principles of conflicts of laws 
thereof. Customer and RADICL agree to submit to the personal and non-exclusive jurisdiction of the state 
and federal courts located in Denver County, Colorado. 

11.3 Relationship of the Parties. The Parties hereto are independent contractors and this 
Agreement does not create a joint venture, partnership, employment relationship, or other agency 

https://radicl.com/radicl-dpa-0


 

 

relationship between the Parties. 

11.4 Publicity. RADICL may refer to Customer in its marketing and sales materials and on its 
website or other materials as a customer, provided that RADICL does not disclose the Customer’s 
Confidential Information. RADICL agrees to stop using Customer’s name and/or logo or trademarks upon 
Customer’s written request.  

11.5 Assignment. Neither Party may assign this Agreement nor any of its rights, interests, 
privileges, licenses, or obligations hereunder without the other Party’s prior written consent; provided, 
however, RADICL may assign its rights and responsibilities hereunder to any affiliate or a successor-in-
interest as part of a change-in-control transaction in which there is a merger or the sale of all, or substantially 
all, of RADICL’s assets to which this Agreement pertains. 

11.6 Severability. In the event that any provision of this Agreement is found to be invalid, 
voidable, or unenforceable by any court of law with competent jurisdiction, the Parties agree that unless it 
materially affects the entire intent and purpose of this Agreement, such invalidity, voidability, or 
unenforceability shall not affect either the validity of this Agreement or the remaining provisions herein, 
and the provision in question shall be deemed to be replaced with a valid and enforceable provision most 
closely reflecting the intent and purpose of the original provision. 

11.7 Delays and Omissions; Waiver. Any failure or delay on the part of either Party in the 
exercise of any right or privilege hereunder shall not operate as a waiver thereof, nor shall any single or 
partial exercise of any such right or privilege preclude other or further exercise thereof or of any other right 
or privilege. All waivers and consents, if any, given hereunder shall be in writing. 

11.8 Survival. Any rights and obligations which by their nature survive and continue after the 
end of this Agreement shall survive and continue and shall bind the Parties and their successors and assigns, 
until such obligations are fulfilled. 

11.9 Counterparts. This Agreement may be signed in one or more counterparts, each of which 
will be considered an original, but all of which together form one and the same instrument. Once signed, 
both Parties agree any reproduction of this Agreement made by reliable means (for example, photocopy or 
facsimile) shall be considered an original unless prohibited by law. 

11.10 Electronic Signatures. Pursuant to the Electronic Signatures in Global and National 
Commerce Act and the Uniform Electronic Transaction Act, both Parties agree to accept an electronic 
signature as a valid replacement of an ink and paper signature for an Order Form. 

11.11 Notices. Unless otherwise provided in this Agreement, all notices, requests, consents, and 
other communications required or permitted under this Agreement will be in writing and will be sent to 
each Party at the address set out above or any address later provided by such Party. All notices will be sent 
by registered or certified mail, overnight courier, or by e-mail with receipt confirmation. All notices sent 
by registered or certified mail will be deemed effective on the fifth day after deposit in the mail. All notices 
sent by overnight carrier or by e-mail will be deemed effective the day after deposit or transmission, as 
applicable. 

  



 

 

SCHEDULE 1 

Active Incident Services 

When a Security Incident occurs, RADICL will deliver Active Incident Services and commercially 
reasonable efforts to:  

• Conduct forensic analysis across the endpoints and data sources into which RADICL has direct 
visibility; 

• Contain the attack by directly implementing mitigations when possible and/or providing guidance 
to the Customer IT Team so it can do so; 

• Provide guidance to the Customer IT Team on Security Incident cleanup and recovery; 

• Identify future countermeasures that can be put in place, directly implement them and/or provide 
guidance to the Customer IT Team so it can do so. 

All Active Incident Services are provided remotely. During the Initial Response Period, Active Incident 
Services are provided at no additional cost. During the Extended Response Period, Active Incident Services 
(if any) are provided on a time and materials basis.  

Certain Security Incidents may be identified as a Major Incident where the support of Third-Party IR 
Provider may be appropriate.  

If RADICL identifies an Security Incident as being a potential Major Incident, RADICL will notify the 
Customer within 24 hours of Security Incident Recognition and recommend whether a Third-Party IR 
Provider should be engaged.  

If Customer decides to engage a Third-Party IR Provider, RADICL use commercially reasonable efforts to: 

• Recommend and engage the Third-Party IR Provider; 

• Establish operating guidelines between RADICL, Customer, and the Third-Party IR Provider;  

• Onboard the Third-Party IR Provider to RADICL XTP if and as appropriate;  

• Continue to provide the Active Incident Services described above in concert with the Third-Party 
IR Provider; 

• Serve as the Customer’s advocate to ensure the work of the Third-Party IR Provider is being well 
performed, and the Customer is being kept well apprised of status and business risk; and 

• Perform such other consultation work as may be appropriate given the nature of the Security 
Incident and the determinations made by the Third-Party IR Provider and approved by the 
Customer.   

Nothing in this Schedule is intended to create any new warranties or guarantees, including any guarantee 
of Customer’s IT infrastructure security or mitigation of any Security Incidents. RADICL specifically 
disclaims any warranty relating to services provided by the Third-Party IR Provider.  
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